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A Review on Hacks and Attacks on Cryptocurrencies
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PoW 51% Attack Cost

This is a collection of coins and the theoretical cost of a 51% attack on each

network.
Name Symbol Market Cap Algorithm Hash Rate 1h Attack Cost NiceHash-able
Bitcoin BTC $791.66 B SHA-256 177596 PHjs  $1,595,411 0%
Ethereum ETH $382.41B Ethash 896 TH/s $1,846,790 7% v
Litecoin LTC $9.22B Scrypt 385 TH/s $131,118 1%
BitcoinCash BCH $7.398 SHA-256 1712 PHJs $15,378 3% http S:/[WWW. CryptO 51. app
Zcash ZEC $1.85B Equihash 7 GH/s $15,835 8%
Dash DASH $1.34B X1 7 PH/s $4,889 2%
Ravencoin RVN $1.20B KawPow 1 TH/s $34,314 9%
BitcoinGold BTG $655.06 M Zhash 3 MH/s $1,293 20%
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What is a 51% attack?

SRR DTy

The majority of miners are adding and broadcasting
blocks to the public blockchain

T

An attacker is adding blocks to a private blockchain
and not broadcasting them to the public blockchain
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PARTIES SMART CONTRACT EXECUTION
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Malicious Proxy Contract

Initiate Withdrawal

fallback function

> overridden by the developer,
triggers another withdraw

withdrawBalance

T — I ----------- i Re-Entrancy Attack

update balance
internal state update

Ether transfer
send Ether, pass along gos
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The story of ethereum

Original Chain

Bailout Hard Fork

! "You are not original ! Scam!"
>
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Initializing field values RAW Transaction

Creation

hex equivalent of RAW transaction

Applying SHA-256 to the

Creation

Enter into mining process
without delay




o

l5 oo dlaril alos>

Mt.Got ax>18

(003,5) azrlo ¢ JLil (23515 oSo o « ol b d el i ME.GOL Bl sl YVF Jlo yo Glisl ol v
el e s 1) ST awlll g wuS 6, 0s 09l DL o)l aseol 51 LS |y saiin 3 slae! cudlys o
cga b ol jo S cangisb 1y saizn 3 Lol raSTs as o lo 1y il pl ool (6,00 g doas iS5
SR (Sok oy )o Coddse L) (ol (ST ot 8 s 0 Jla5 4 Lol caiS 0 8L ) 0929 o lis
oo il 1) 0g2g )b 90 Colgs 45 a8 S BLol JLES! Canlys ) Wl e (005,5) wlee ool ol amo _gad
$eSijg rge 9 0B (Blro cnl (oS e VO £8,0) (6)¥5 (sekee YO L) carse Ll Gl oS
KWW C)T
N —
MTGOX
—
= \/HERE 1S QU -
MONEY?
o (Bolo Lopde — baj,li0; j0 di8)S g0 sLOSD g alos o)y 15




Lol a>gi 3

IR

*

L

16




